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1
Decision/action requested

SA3 is kindly requested to review the IETF draft [1].
2
References
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[2]
3GPP TS 33.310 "Network Domain Security (NDS); Authentication Framework (AF)"
3
Rationale

The TLS certificate profile for Network Functions in clause 6.1.3c of TS 33.310 [2] contains a SAN field for the NF type of the Network Function: "
subjectAltName should (in TLS client certificates) contain NF type as DNS-ID (that is, using dNSName subjectAltName) for the Network Function instance using the Enumerated NF Type format according to clause 6.1.6.3.3 of TS 29.510 [56]. NOTE: If NF type is used in DNS-ID format in subjectAltName then it is considered as case-insensitive."

However, there are some issues with using DNS-ID for the NF type. For example, dNSName is of type PrintableString and does not permit the underscore character "_", while NF types like the EG_EIR can contain underscore characters. 

To allow 3GPP the inclusion of NF types in X.509 certificates, IETF members have initiated work on a X.509 Certificate Extension for 5G Network Function Types [1].  See also the related IETF mail thread Re: [lamps] Including 3GPP NF Type in HTTPS certificates (ietf.org) .
The IETF LAMPS working group discusses adoption of the draft by the working group. Input by SA3 at this stage is very much appreciated.
4
Detailed proposal

This contribution proposes that SA3 analyses the draft [1] and provides input to the authors of the draft. The input can either be done individually by the member companies or as a combined feedback by SA3 from SA3#108-e.
